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ABSTRACT

Many image encryption techniques have been developed to protect confidential image information in
communication through the public channel. In this paper, a combined method of image encryption has been
proposed to encrypt the image. The algorithm is divided into two parts. At first, the bits of pixels are reversed
and rotated based on length of key. In second part, the encrypted image has been constructed after bit-wise XOR
operation between the revised pixels and key. The proposed technique has been tested on different types of
images. Finally, the performance of the algorithm has been verified by some statistical analysis.
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I. INTRODUCTION

During last few decades Information
security is the imperative and important issue as
compared to the growing internet application. To
secure the information and to protect it from
unauthorized access cryptography plays a vital role.
Using cryptography by applying some methods or
techniques plain text information is encrypted to
make it cipher text which is not understandable by
the intruder. Out of this information Image plays vital
role in digital communication and due to this robust
Image encryption methods or algorithm is very much
necessary.

A technique of data hiding with cryptography by
using a block of 3x3 pixels is presented [1]. They
first changed the value of the pixels nearer to the
ASCII value of available character range (65-90 and
97-122) and then in this 3x3 pixel value one character
is inserted based on the key. In [2], authors developed
a method of Image encryption by dividing the Image
in N nos. of vector of length K bits, where K is the
length of the KEY in bit and taken KEY as an input
vector. Then diffusion operation is done by Boolean
X-OR operation with first vector with the key and
replace the vector with this new value. For the next
vector the same operation is done with their previous
vector and thus changing the value of each vector.
Lastly confusion operation is done by rotating right
each vector number of times equal to the number of
0’s bit in it. Another recently used technique is to use
receiver MAC address for Image encryption [3]. Here
after reading the data the data is splited into N/6 no of
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vector where N is the no of data. Next X-OR Boolean
operation between the MAC address vector and each

of the data vector is performed and lastly Re-
sequence or reorder the sequence of the vectors is
done for final encryption. Many authors has made a
comparative study [4] [5] [6] [7] [8] [9] on different
methods of Image encryption and analyzed them in
order to make familiar with the various encryption
algorithms used in encrypting the image which has
been transferred over network. The results of the their
simulation show that every algorithm has advantages
and disadvantages based on their techniques which
are applied on images.

In TJ-ACA [10] methods at first pixels intensity is
changed and then IKEDA MAPPING is applied for
further encryption. In [11], authors used two steps to
encrypt image. In the first step pixel rearrangement
within image is done using sorting method and next
image is encrypted using inter- pixel displacement
algorithm. In SD-EI [12] [13] combined image
encryption technique and basically has two stages:
Image encryption technique by using bits rotation and
reversal.

In this paper, image has been encrypted based on a
combined method. The algorithm has two stages. At
first, the bits of pixels are reversed and rotated based
on length of key. The encrypted image has been
constructed after bit-wise XOR operation between
the revised pixels and key in second step. Finally, the
performance of the algorithm has been verified by
some statistical analysis.

40|Paae




International Journal of Engineering Research and Applications (IJERA) ISSN: 2248-9622
National Conference on Advances in Engineering and Technology
(AET- 29th March 2014)

Il. PROPOSED ALGORITHM

Input: Key and Image
Output: Encrypted Image

Method: Part 1

To read the Image in matrix form.

To read the KEY and find the Length L.

To Perform Lg =L mod 7.1f Lg=0 then Lg=7

To Take P; pixeland represent it by equivalent
eight bit binary number.

P;is the ith no of pixel. Initially i=1.

5. To Perform BIT REVERSAL and ROTATION
TECHNIQUE on P; and convert the byte to
decimal form.

Set L=L+1 and i=i+1.

7. Go to step 3 and repeat the steps upto the last
pixel of the Image.

8. Output Encrypted Image (O), which is the input
to the next part.

rPOONE

o

Part 2

1. To find the Effective key(Ey) and length of it.

2. To do Bit-wise XOR operation with O;and E;
Where i=1 to total no. of pixel
And j=1 to length of Effective key.

3. Repeat the above step upto the last pixel of the
Image.

4. Resultis Encrypted Image.

Il. ILLUSTRATION WITH EXAMPLE

At first each pixel of input Image its
equivalent eight bit binary number. Length of
password which is given at the time of input
image is considered for bit reversal and rotation.
To do this Effective length of the password (Lg,
is required and is represented by
Le =L mod 7 where L is the actual length of the
password and ‘7’ is the number of iterations
required to reverse entire input byte. Say, [B8
B7 B6 B5 B4 B3 B2 B1] is equivalent to eight
bit binary representation of Xj, which is the
value of a pixel of an input image.

Now If Lg=6, six bits of input byte are reversed
from left to generate resultant byte as [B3 B4 B5
B6 B7 B8 B2 B1]. After reversed, the whole
byte rotated left by six positions and hence we
get the resultant byte as [B2 B1 B3 B4 B5 B6
B7 B8]. This resultant byte is converted to
equivalent decimal number Yj;, where Yjis the
value of output pixel of resultant image. Next
value of L is incremented by one such that each

consecutive pixel gets different values of L so
that No of Bit to be Rotate and shift can change
time to time. Since, the pixel value represents its
color, the change occurred in the value of pixel
of input image due to Bits Reversal & Rotation
generates the encrypted image.

Fig 1 and Fig 2 shows the input and Encrypted
Image of Stage 1. Here password is “ghv123#”

Fig 2: Encrypted Image after part 1

After this stage of encryption technique Logical
XOR operation is performed between the each pixel
value and the each character of the Effective Key i.e.
if the Key is “Bell007” the Effective Key is “Bel07”
and 1% pixel value will be X-ORed with the eight bit
binary value of ‘B’ and next pixel with ‘e’ and so on.
From 6™ pixel same process repeat until the last pixel
of the input image which is the output of previous
stage is shown in Fig 3.

Fig 3: Final Encrypted Image
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IV. EXPERIMENTAL RESULT

The algorithm has been applied on different
types of Images and different testing has done to
check the performance of the algorithm is furnished
in Table 1.

Table 1: Key, Image and their Encrypted Images

V. TESTING

5.1. KEY SENSITIVITY ANALYSIS

The images are successfully decrypted by
applying reversed operations with same key and they
have been not decrypted with different keys. The
decryptions of Lena image with proper key and
wrong key are shown in Fig 4 and Fig 5. The
algorithm is very much sensitive with key. The
change of key has given the completely different
image.

Fig 5: After Decryption with wrong key “kolkata”

5.2. ENTROPY ANALYSIS
Entropy of an Image is represented by the formula

1

H(m) = mi)logz———

(m)=>_ p(mi)log 5m)
p(m;)= Probability of pixel value m;
Image entropy is used to describe the amount of
information which must be coded for by a
compression algorithm. An image, whose entropy is
zero is perfectly flat and can be compressed to a
relatively small size. Low entropy images, have very

little contrast whereas an image of high entropy has a
great deal of contrast from one pixel to the next and
cannot be compressed as much as low entropy
images. Now output of the above equation will be 8
because a true random system should generate 2°
symbols with equal probability. The entropy of the
Original Image and the Encrypted Image has been
given in the following Table 2 and it has been

KEY ORIGINAL ENCRYPTED

IMAGE

IMAGE

chin45!

Kolkata9
8()

Chinmoy
@12

Chinmoy
@12

observe that the proposed algorithm is sustainable
against entropy attack.

Table 2: Image and their Entropy values

Image Original Image | Encrypted Image
Name Entropy Entropy

Tusi 7.6402 7.9695

Lina 7.6116 7.9061

Eye 7.1974 7.9725

Linux 7.3269 7.9663
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5.3.HISTOGRAM ANALYSIS

Histogram of an Image describes the
statistical characteristics of that image. For an
attacker it is very difficult to extract from the
statistical nature of pixels of the plain image out of
the encrypted image if the histogram of the encrypted
Image are similar to random Image. The histogram
analysis reference to Table 1 has been shown in the
Fig 6.

Encrypted: Histogram

1 Original: Histogram
Tusi

Encrypted: Histagram

L| na ___ Original: Histogram

Encrypted: Histogram
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Encrypted: Histogram

Lin u Original: Histogram
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Fig 6: Histogram of Original and Encrypted Images
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V. CONCLUSION

In this paper, a combined image encryption
algorithm has been proposed and it has been tested on
different images. The algorithm has successfully
decrypted the encrypted images with proper key and
it has not decrypted the encrypted images with wrong
key. The entropy values of almost all encrypted
images is nearly 8, it indicates that the pixels values
are distributed among almost 255 different values. In
histogram analysis, it has been observed that if there
is even distribution of all image pixels then it is quite
hard to recover the input image from encrypted
image.
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